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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
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SO THONG TIN VA TRUYEN THONG

~ S6A2GA/STTTT-CNTT Thanh phé H6 Chi Minh, ngay A thang# am 2021
Ve 04 10 hong méi trong BIOS ciia may
tinh, thiét b Dell

Kinh gui:
- Van phong Uy ban nhan dan thanh phé Ho Chi Minh;
- Cac s, ban, nganh;
- Uy ban nthén dan thanh phé Thu Dic;
- Uy ban nhan dén céc quan, huyén.

Qua cong tac giam sat an toan an ninh thong tin, S& Thong tin va Truyén
thong di ghi nhan 04 diém yéu, 16 hong bao mat méi (CVE-2021-21571,
CVE-2021-21572, CVE-2021-21573, CVE-2021-21574) trong tinh nang
BIOSConnect va HTTPS Boot (tinh nang, céng cu c6 sin trén hau hét cac
may tinh, thiét bj clia hang Dell dé hd tro viée cip nhat firmware va khoéi phuc
hé didu hanh tir xa) trén BIOS ctia céc may tinh, thiét bi hang Dell. 04 16 hong
nay c6 thé két hop véi nhau trong céac chién dich tin céng co6 chii dich dé tan
cong, kiém soat may tinh, thiét bi ctia nguoi dung, tir d6 tan cong sau hon vao
cac hé théng thong tin quan trong khéc. Nham dam bao an toan théng tin cho
cac hé thdng thong tin tai cac don vi, S& Thong tin va Truyén thong dé nghi
céc don vi mot sé noi dung nhu sau:

1. Thuc hién kiém tra, ra soat may tinh, thiét bi c¢6 kha nang bi anh
huéng boi cac 16 hong trén dé c6 phuong an xtr ly, khéc phuc kip thoi. Cap
nhit ban va tuong Ung theo phat hanh cta hing. Trong trudng hop chua ¢
ban vé can c¢6 phuong an dé ngin chan viéc khai thac 16 héng, dong thoi theo
do6i thuong xuyén thong tin vé 15 hong dé cap nhat ngay khi ¢ ban va (dinh
kem phu luc théng tin cdac 16 héng bao mdt va huong dan khdc phuc).

2. Tang cudng giam sat va sin sang phuong an xur ly khi phat hién c6
d4u hiéu bi khai thac, tin céng mang.

3. DPau mdi tiép nhén tmg ciru su ¢ vé an toan thong tin cta thanh phé

Poi tng ciru su cb an toan thong tin mang thanh phd:

- 86 dién thoai hotline 24/7: 0889490111,

- S6 dién thoai trong gio hanh chinh: 38233717 ext: 111.
- Thu dién ti: ATTT@tphcm.gov.vn.

59 Ly Tu Trong, Quén 1, Thanh phé H6 Chi Minh
bT: (08) 35202 727 Fax: (08) 35 202 424
E-mail; stttt@tphcm.gov.vn Website: http:/www.ict-hem.gov.vn
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S& Thong tin va Truyén thong chuyén thong tin dén cac don vi dé biét va
khén truong thuc hién./. /

Noi nhin:

- Nhu trén;

- Giam déc, PGP Trinh;

- Luu: VT, P. CNTT (LP.82).

Vo6 Thi Trung Trinh
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